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The Game of Chess  
A problem!
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The Game of Chess
Potential Solution!

“Question” : What if no such Trusted third Party is available?
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Answer :

• Security Protocol


• Two users: sender/committer (Alice) and a receiver/verifier (Bob)


• Two Phases: “Commit Phase” followed by a “Reveal phase”


• Security Guarantees:


• Applications: 

Commitment Protocol!

What is Commitment?

Soundness
Concealment
Bindingness

Secure Multiparty Computation
Zero-Knowledge Proofs

Coin Tossing
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Computational Security (CS)

VS


 Information-theoretic Security (ITS)

• [Blum ’83] — Introduced Commitment


• [Brassard et. al]— (comp. binding and IT concealing)


• [Ostrovksy et. al]  — (comp. concealing and IT binding)


• Noisy Communication Channel comes as a relief ! — [Creapau & Kilian ‘88]  

And many others….

What if both the users are “computationally 
unbounded” ?
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Commitment over Noisy Channels
Model

Commit 
string

C ∈ 𝒞
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Commitment over Noisy Channels
Commit Phase

C

Encoded 
transmission

X ∈ 𝒳n
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Commitment over Noisy Channels
Commit Phase

C
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Commitment over Noisy Channels
Commit Phase

C

Two way exchange of messages

(Causally dependent on X )M
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Commitment over Noisy Channels
Commit Phase

C

Received 
transmission

Y ∈ 𝒴n

M

10



Commitment over Noisy Channels
Reveal Phase

C

(C̃, X̃)
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Commitment over Noisy Channels
Reveal Phase

C
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Test T   (C̃, X̃, VB)

Accept / Reject  
C̃



Security Guarantees
Soundness

C

Test T   (C̃, X̃, VB)

Accept  C̃

(Honest)(Honest)

ℙ(T(C, X, VB) = REJECT) ≤ ϵ(n)
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Security Guarantees
Concealment

At the end of Commit Phase:

C C

I(C; VB) ≤ ϵ(n)
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Security Guarantees
Bindingness

C

(C̃, X̃)
C̃ ≠ C

Test T   (C̃, X̃, VB)

ℙ (T(Ĉ, X̂, VB) =  "Accept"  & T(C̃, X̃, VB) =  "Accept" ) ≤ ϵ(n)

∀(Ĉ, X̂),  (C̃, X̃) : Ĉ ≠ C̃

In the reveal phase:
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Commitment Rate & Capacity

Commitment over Noisy Channels

C ∈ 𝒞 X ∈ 𝒳n Y ∈ 𝒴n

M

Commitment Rate (R) := log |𝒞 |
n
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Commitment over Noisy Channels

• Perfectly characterised by a fixed transition 
function


• Examples: DMC( ), BSC(p), BEC(p), 
AWGN( ) , etc..

WY|X

0,σ2

Commitment Capacity

Noisy Channels

Reliable

Noisy Channels

Unreliable

Noisy Channels

• Poorly characterised Channels


• Users are unaware of the precise channel 
behaviour.


• Examples: Compound DMC ( ), 
AVC( ), UNC , Elastic Channel (EC)-

, Reverse Elastic Channels (REC)- .

{WY|X}s∈𝒮

WY|X,S [γ, δ]
[γ, δ] [γ, δ]
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Commitment over Noisy Channels
Known Results on Capacity over Channels

Discrete Memoryless Channels (DMC) {WY|X} Compound- Discrete Memoryless Channels (C-DMC) {WY|X}s∈𝒮

CDMC = max
PX

H(X |Y )

[Winter et. al ’04 (IMA ICCC)]

Cost-Constrained DMC :{ρX, Γ, WY|X}

C(Γ) = max
PX:𝔼[ρX(X)≤Γ]

H(X |Y )

C(Γ) = min
γ≥0

max
QY

log [ ∑
x∈𝒳

2−D(WY|X(⋅|x)||QY(⋅))+γ(Γ−ρX(x))]
[MYBM ’21 (ISIT)]

CBSC = H(p)

CC−DMC = max
PX

min
s∈𝒮

H(X |Y )

CBSC[p,q] = H(p) [YMBM’21 (NCC)]

State-aware compound channels (honest-but-curious users):

CC−DMC = max
PX

min
s∈𝒮

H(X |Y )

CC−DMC = min
PX

max
s∈𝒮

H(X |Y )

Receiver is state-aware:

Sender is state-aware:

[YMBM’22 (COMSNETS)]
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Unreliable Noisy Channels
Unfair Noisy Channel (UNC)- 

[Damgard et. al ’99 (EUROCRYPT)]

[γ, δ]

If δ ≥ γ * γ = 2γ(1 − γ) .  Then, CUNC = 0. [Damgard et. al ’99]

If δ < 2γ(1 − γ) .  Then, CUNC = H(γ) − H ( δ − γ
1 − 2γ ) [Crepeau et. al ’20 (Trans. IT)]
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Elastic Channel (EC) - 

[Khurana et. al ’16 (EUROCRYPT)]

[γ, δ]

Unreliable Noisy Channels

CEC = H(γ) [Crepeau et. al ’20]

CEC ≥ 0 [Khurana et. al ’16]
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Unreliable Noisy Channels
Reverse Elastic Channel (EC) - 
[γ, δ]

CREC = H(δ) − H ( δ − γ
1 − 2γ ) Conjectured by [Crepeau et. al ’20]
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Commitment  Capacity of REC-[γ, δ]

• 


• 


•   i.e., Asymmetry in Commitment Capacity in channels with one-sided elasticity.


• For honest-but-curious users, we have 

CREC ≥ 0.  ∀ 0 < γ < δ < 1/2

CREC = H(δ) − H ( δ − γ
1 − 2γ )

CREC ≤ CEC

CREC = CEC

Key results from [BJMY ’22 (JSAC)]
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Comparison of Commitment  Capacities
Key results

CBSC(δ) ≥ CEC[γ,δ] ≥ CREC[γ,δ] ≥ CUNC[γ,δ]
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Commitment  over REC-[γ, δ]
Revisiting Problem Setup
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Converse

36

Using the result from seminal work [Csizar and Korner ’78]

Followed by few non-trivial information-theoretic 

reductions



Commitment  over REC-[γ, δ]
Converse
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Commitment  over REC-[γ, δ]
Achievability: Protocol: Commit phase

38



Commitment  over REC-[γ, δ]
Achievability: Protocol: Commit phase

where κ :=
δ − γ

1 − 2γ
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Commitment  over REC-[γ, δ]
Achievability: Protocol: Commit phase
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Commitment  over REC-[γ, δ]
Achievability: Protocol: Commit phase
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Commitment  over REC-[γ, δ]
Achievability: Protocol: Commit phase
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Commitment  over REC-[γ, δ]
Achievability: Protocol: Commit phase

where κ :=
δ − γ

1 − 2γ
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Commitment  over REC-[γ, δ]
Achievability: Protocol: Reveal phase
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Commitment  over REC-[γ, δ]
Achievability: Protocol: Reveal phase
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Commitment  over REC-[γ, δ]
Security Guarantees: soundnessϵ−
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Commitment  over REC-[γ, δ]
Security Guarantees: bindingnessϵ−
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Commitment  over REC-[γ, δ]
Security Guarantees: bindingnessϵ−
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Commitment  over REC-[γ, δ]
Security Guarantees: bindingnessϵ−
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Commitment  over REC-[γ, δ]
Security Guarantees: concealmentϵ−

50



Commitment  over REC-[γ, δ]
Security Guarantees: concealmentϵ−
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Commitment  over REC-[γ, δ]
Security Guarantees: concealmentϵ−
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Commitment over Noisy Channels

• Commitment Capacity of AWGN channels is “Infinite”. [Nascimento et.al (Trans. IT ‘08)] 

• UNC version of Gaussian Channels may have finite capacity. It has zero commitment 
capacity if , even under infinite input power. and other results.. [BJMY (ISIT ‘23)] 


• Bit commitment over Multiple-access channels. [Chou and Bloch (Allerton ‘22)]

δ2 ≥ 2γ2

Other Interesting Results:
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