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Alice can think about her next
move for the whole night
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That night:

{
LS __ &

Alice “commits” move to Mom.

Guarantee: the move is concealed from Bob

The next morning:

The move is “revealed” to Bob.

Guarantee: Alice is bound to her initial choice

What if there is no Trusted Third Party?

apacity under Cost Constraints

Anuj Kumar Yadav



Sealed Bid Auction

Alice’s secret l Public Authenticated Noiseless Link l
auction bid.
\\\\\ {/////»,
Bid 4{% Alice’s bid
£5000 X Y NP 77
Alice Bob

Alice “commits” her message to Bob without him knowing what it is.
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Sealed Bid Auction

Test(£5000)

. . £ === === = >
If Alice tries to 5000 Test(£4[)()())

changeber b [ £4000 - Public Authenticated Noiseless Link

Bob

Alice “reveals” her choice to Bob and he decides
whether or not she is being truthful
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e Introduced by [Blum ’83] parties are computationally bounded i.e., conditionally secure.
e Commitment based on noisy channels can be unconditionally or information-theoretically secure [Crepéau-Kilian '88].

e Two phases viz., Commit Phase followed by Reveal Phase.

v

Bob
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A good commitment protocol aims to be
e sound: when both Alice and Bob honestly follow the protocol

e concealing: when Alice honestly follows the protocol but a dishonest Bob
may deviate

e binding: when Bob honestly follows the protocol but a dishonest Alice
may deviate
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In the Reveal Phase:

Test (£5000)

@)

O
CD-

‘ Noisy
. channel

Bob’s Test always passes!

Honest Alice
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Honest Bob
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At the end of commit phase:

P
™)

Honest Alice I Malicious Bob I

Malicious Bob can not learn Alice’s Bid!
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In the Reveal Phase:

Test (£4000)
£4000 L __ >
l Noiseless Link |
L
o
Bid Rejects
£5000 Noisy

] ] channel " ”
IMalicious Alicel Honest Bob

Bob’s Test rejects dishonest Alice’s cheating string
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Alice’s

Commit string

Noiseless Link l

Input
Cost Constraint

'Y
»

Noisy
channel

v

Discrete
Memoryless Channel

Alice Bob

Goal: To characterize Commitment Capacity for
cost constrained DMCs.
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‘Alice’s view’ V4 = (C, X, K4, M) ‘Bob’s view’ Vg = (Y, Kp, M)

**View: collection at the end of commit phase
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X: Restricted
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Cost function Cost Constraint
pPxX - X — RT

S(T) == {x:>;_; px(x;) < nl'}
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= |Cost function Cost Constraint Hamming weight
Example: Let x be a bit string over binary space X" = {0, 1}". /
px(0) =0 . I . . ‘ wty(x) < nl ‘
px(1) =1 weight constraint
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Let € > 0. Let P be a commitment protocol

e-sound: When both Alice and Bob are honestly executing the protocol:
P(T(C,X,Vg) = REJECT) < ¢

e-concealing: For an honest Alice and under any dishonest strategy of Bob,

I(O;VB) <€

e-binding: For an honest Bob and under any dishonest strategy of Alice,

P (T(E,X, Vg) = ACCEPT & T(&,X,Vg) = ACCEPT) <e

V(e,X),(6,X) : ¢#¢
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Let € > 0. Let P be a commitment protocol
e-sound: When both Alice and Bob are honestly executing the protocol:
P(T(C,X,Vp) = REJECT) < ¢

e-concealing: For an honest Alice and under any dishonest strategy of Bob,

I(C;Vp) <e
e-binding: For an honest Bob and under any dishonest strategy of Alice,

P (T((‘:, X,Vy) = ACCEPT & T(&,X,Vg) = ACCEPT) <

Ve, X),(6,X) : e#£¢

Rate R > 0is “achievable” if V e > 0, Vn sufficiently large. 3 an (n; R)—commitment
protocol P : P is e—sound, e— binding and e—concealing.

C :=sup{R : R is achievable }
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(px,I')-non-redundant DMCs

Primal Expression

Dual Expression

CT)= max H(X|Y) C(T') = min maxlog Z2—D<Wv|x(-|a:)|\@y(.»wr—px(m))

e Generalisation of the result by [Winter et. al, '03 |

for general py : X — R* function e Inspired by ‘convex envelope of lines” approach [Csiszar-Korner '83]

e With stronger achievability :
stronger semantic security (concealment)

e With stronger converse :
weaker average error condition

apacity under Cost Constraints
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e Computational aspect

e Unique optimising output distribution Qv
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(px,I')-non-redundant DMCs

Primal Expression

Dual Expression

C(I)= max H(X|Y) C(I') = minmaxlog | » 27 PMrixCinli@x () (F=px(e))

PXE(PX)SF 720 QY

e Generalisation of the result by [Winter et. al, '03 |
for general px : X — RT function

e With stronger achievability :
stronger semantic security (concealment)

e With stronger converse :
weaker average error condition

Py —[( )— ¢
Py — [ = @3
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e Inspired by ‘convex envelope of lines” approach [Csiszar-Korner '83]
e Computational aspect

e Unique optimising output distribution Qv

Q1 = Qs
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BSC(p) channel
Hamming weight cost function

Let x be a bit string over binary space X" = {0, 1}".

px(0)=0 .
px(1) =1 wetght constraint

S
=+
T
)
N\
N
=
=
Mm
7
T

“---->

Noiseless link
nR
¢e [2 ] Alice —> BSC(p —> —>

x: 3 px(zi) <l

Noisy one- Way DMC

\ C(T) = Hy(p) + Ho(D) — Hy(p® ) \
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e Uses the random binning codebook [Wyner 75, Winter et al. '03]

e Employs a stochastic encoding strategy by Alice

Binned codebook construction

For an ¢ > 0, fix:

o Px :E[px(X)] <T

~

e Rate of bin occupancy (R) =I(X;Y) +¢/2

e Binning Rate (R) = H(X|Y) —¢

e Overall Rate (Ryy) = R+ R=H(X) —¢/2
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e Uses the random binning codebook [Wyner 75, Winter et al. '03]

e Employs a stochastic encoding strategy by Alice

Binned codebook construction

For an ¢ > 0, fix:

o Py :Elpx(X)] <T

~

e Rate of bin occupancy (R) =I(X;Y) +¢/2

e Binning Rate (R) = H(X|Y) —¢

e Overall Rate (Ryy) = R+ R=H(X) —¢/2
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e Uses the random binning codebook [Wyner 75, Winter et al. '03]

e Employs a stochastic encoding strategy by Alice

Binned codebook construction

For an ¢ > 0, fix:

o Py :Elpx(X)] <T

e Rate of bin occupancy (R) = I(X;Y) 4+ ¢/2

e Binning Rate (R) = H(X|Y) —¢ /

7

® o
°
°

e Overall Rate (Ryy) = R+ R=H(X) —¢/2
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e Uses the random binning codebook [Wyner 75, Winter et al. '03]

e Employs a stochastic encoding strategy by Alice

Binned codebook construction

For an ¢ > 0, fix:

o Px :Elpx(X)]<T
e Rate of bin occupancy (R) = I(X;Y) +¢/2

e Binning Rate (R) = H(X|Y) —¢ !! E e | |.E

e Overall Rate (Ryy) = R+ R=H(X) —¢/2
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e Uses the random binning codebook [Wyner 75, Winter et al. '03]

e Employs a stochastic encoding strategy by Alice

Binned codebook construction

For an ¢ > 0, fix:

o Py :Elpx(X)] <T

e Rate of bin occupancy (R) =I(X;Y) +¢/2
e Binning Rate (R) = H(X|Y) —¢

e Overall Rate (Ryy) = R+ R=H(X) —¢/2
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X € %(n)(Px) C A"

Total number of bins: 2%

\ / Bin occupancy: 2"F
o

CG[QnR]:[ e ] X [DMC ] Y [ - ]_O.
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x e T."™ (Px) C x" Commit Phase

Based on the Alice’s

choice of ¢
|
o P e e o R P e e
CER | e S
i) E—
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x e T."™ (Px) C x" Commit Phase

X, K ~ Unif ([2°])

nRkR ~
Cel ]= [ Alice ] X [ ]‘/)VMC ] Y [ Bob ] _O.
A Y|X A [
KA KB
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x e T."™ (Px) C x" Commit Phase

LLN e ]\'x (e )
‘ Wy | x _
J |
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Commit Phase

L(y) == {x €C: Ty € T (Px Wy x)}
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Reveal Phase

C€ [QRR] > [ Alice ] e DMC _— [ Bob ] -
] - ]
K (¢, %) K,
m—) Noisless Link
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Reveal Phase

nRk
Cel2 ]=[ Alice ]—»[ ]‘/)VMC ]—>[ Bob ]—>
] ]
G N s (¢, %) K,
Noisless Lin —)

Anuj Kumar Yadav



Reveal Phase

Checks for:
(i) x € L(y)
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Reveal Phase

Checks for:
(i) x € L(y)

(i7) x = Xz, for some k.

ERNE
nRk
Ccelz ]=[ Alice ]—»[ ]‘/)VMC ]—>[ Bob ]—>
] ]
Ky L p— (¢, %) K,
Noisless Lin —)
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Binned codebook construction

Px :Elpx(X)] <T
Rate of bin occupancy (R) = I(X;Y) +¢/2

Commitment Rate (R) = H(X|Y) — ¢

Overall Rate (R,,) = R+ R=H(X) —¢/2

Lemma (Codebook Construction)
3 a binned codebook: A = {ZT.}, for ¢ € 2", k € 275) where |A| = 2 ov
and T € ’Té(n)(PX), such that:

(1) dg (Te g, Ter gr) > 2nm, Ve # e, € 2], k k' € [Q”R]

(i1) for every ¢ € [2"1],

QTLR

Z W(”) —flxc k)

onft [PXWY|X]T(;L) (§) | <e @

for some «(d) > 0, where « — 0 as § — 0.
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Binned codebook construction

PX E[px(X)] S r
Rate of bin occupancy (R) = I[(X;Y) +¢/2

Commitment Rate (R) = H(X|Y) — ¢

e Overall Rate (Ryy) = R+ R = H(X) — /2 :0:'.0. PO o
Lemma (Codebook Construction) J
3 a binned codebook: A = {T.}, for ¢ € [2"F], k € [2"F], where |A| = 27 Fev e —

and T, € E(n)(PX), such that:
(1) dig(Zep, Bor ) = 2nm, Ve £ ¢, ¢, € [278], k, k' € [27F]
(i1) for every ¢ € [2"1],

QTLR

ZW(T 1zl PXWY|X]§IL) @) | <e e “minimum distance across bins property”
2nR Y|X

for some «(d) > 0, where o — 0 as § — 0.
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Binned codebook construction

PX E[px(X)] S r
Rate of bin occupancy (R) = I[(X;Y) +¢/2

Commitment Rate (R) = H(X|Y) — ¢

Overall Rate (Roy) = R+ R = H(X) —¢/2 .

Lemma (Codebook Construction)

T Unif ([27]) _,[ DMC ]_> O

3 a binned codebook: A = {T.}, for ¢ € [2"F], k € [2"F], where |A| = 27 Fev

and T € ’Té(n)(PX), such that:
(Z) dH(fc’k,fcr’kf) > 2nn, Ve # e cd € [QHR], k,k' € [Qné]

(i1) for every c € [2™1],

21‘11::{.

1 n) o
= > Wk (18
k=1

272.

D

[Px WY|X]§?) (¥) | <e "

for some «(d) > 0, where « — 0 as § — 0.

apacity under Cost Constraints

Output distribution simulation property

Anuj Kumar Yadav



A rate R scheme: ¢, — sound, €, — concealing and ¢,, — binding

nit=H(C)=H(C|Vs) + I(C; Vp) €, — concealing
< H(CleMaKB)_l_En
< H(C,X|Y,M,Kg) + ¢, I(C;VB) < e,
=H(X|Y1M1KB)+H(C|X3Y1M1 KB)
+ €n,

< H(X|Y)+ H(C|X,VB) + €, Lemma :

H(C|X,Vg)<ne, , € —0ase, =0
Proof: €,—soundness, €,—bindingness,
and Fano’s Inequality

<Y H(X|Y;) + nej, + €n
=1

— 1
=n (Z nH(XzY,,)) + ne;, + €n

ommitment Capacity under Cost Constraints Anuj Kumar Yadav



A rate R scheme: ¢, — sound, €, — concealing and ¢,, — binding

nR=H(C)= H(C|Vs) + I(C; Vi)

From definition,
(Z —H(X;|Y;) ) + ney, + €n C(I')= max H(XI|Y)
Px:E(px)<T
Lemma:
(Z —C(E[px (X )) + ne, + €n C(I") is non-decreasing in I’

C(T') is concave in T

ZEQX <nF
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C(T)

Recall, C(T') :

= max H(X|Y)

non-decreasing, concave in I'
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Fig: Plot of C(T") vs T
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C(')= max H((X|Y)

Recall, C(T") : non-decreasing, concave in T’

Important Parameters

o 'y := m:gnpx(x)

o [ :=min{l": C(I') = C(c0)}
C(I") only studied for I' € [I"y, ']
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For I'1 € [Fo,r*]
~1 : slope of the tangent to C(I') at I';

F(~1) : corresponding y—intercept
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Fig: Plot of C(T") vs T
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For I'1 € [Fo,r*]

~1 : slope of the tangent to C(I') at I';

F(~1) : corresponding y—intercept

N
H

Fig: Plot of family of v —sloped lines over C(I') curve
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For I'1 € [Fo,r*]

~1 : slope of the tangent to C(I') at I';

F(~1) : corresponding y—intercept

F(vy) = max [C(T'1) — T

N
H

Fig: Plot of family of v —sloped lines over C(I') curve
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C(I") can be reconstructed from the
concave envelope of its tangents
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C(I'y) = min [F(y) + yI]

v=>0

C(I") can be reconstructed from the
concave envelope of its tangents
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For given I

F(Px,Qy):=H(Px)— I(Px,Wy|x)

max max F'(Px,
Px Qv ( X QY)

max max F'( Py,
fax ma (Px,Qy) =

max max F'(Px,
Px Qv ( X QY)

= F(y) =

— D(PxWyx||Qy) —vpx(Px)

F(v)

Lemma:

tmax [ log Zexp —D(Wy x(-|7)||Qy)

maxF(PX, Qy) =
Qy

H(Px)—I(Px,Wy|x)

—vpx(Px)

—vpx(x)))]

max max F'(Px, Qy)
vy Px

max | log Zexp —D(Wy | x(|x)]|Qy)

—vpx(x)))]

uax F(Px,Qy) = log (

> exp(=D(Wy x (-]2)[|Qy)

reX

= vpx(:ﬂ)))

reX

C(D) = min[F(3) +9T] = min [max log ( Y expl=D(Wy x(12)]|Qv)=7px (2)]) +11]

*exponent and logarithm to the same base

Kumar Yadav
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In Summary...

e Commitment capacity of DMCs under general input constraints
e Dual characterization of commitment capacity

e Capacity achieving output distribution is unique for every optimizing in-
put distribution.

@ -
L

Thank you
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